Abstract. The contribution deals with national risk assessment of the money laundering and the terrorism financing at the national level.
Introduction
As a part of our long-term scientifical project we have developed risk assessment tool to evaluate the threats of the money laundering and terrorism financing in the country. The proposed criteria are drafted to be fully compliant with the FATF standards and methodologies with the possibility to put in the national specifics and adjustments.
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AML risk assessment
This assessment applies to each relevant product within the financial sector and business sector and profession within the non-financial sector as DNFBP. This means that all the firms and individuals in the assessed business/profession need to be assessed together per business/profession type. The AML control variables are as follows. ‡ ‡ ‡
Size of the product/business/profession § § §
This variable assesses the total number of a particular product provided by the assessed business/profession (if applicable).
****
The total number of a particular product may be indicative of the level of ML vulnerability that this product can introduce into the assessed business/profession (if the relevant risks are not mitigated).
The actual number of product provided may be very difficult to determine. What is required is a judgment as to whether or not the scale of the number of the product provided is significant in the assessed country's economy.
The objective of this indicator is to assess the importance of a particular product within the assessed business/profession, in comparison to other products offered by the assessed business/profession. The most appropriate indicator of the total number of a product in the business/profession depends on the nature of the product being assessed.
This variable includes also the total number of providers (firms and individuals) in the business/profession. This information is taken to be indicative of the level of ML vulnerability that they can introduce into the business/profession (if the relevant risks are not mitigated). For some categories (especially unregulated ones), the actual number of providers may be difficult to determine. ‡ ‡ ‡ Acc. FATF National Moneylaundering and Terrorist Financing Risk Assesment, FATF, 2013 p. 13-16, Available on: http://www.fatfgafi.org/publications/methodsandtrends/documents/nationalmoneylaunderingandterroristfinancingriskassessment.html. § § § Inter alia Acc.recommendation 1,10 and 11 of the FATF recoomendations, FATF, 2016 ,Available at: http://www.fatfgafi.org/media/fatf/documents/recommendations/pdfs/FATF_Recommendations.pdf and FATF Methodology FATF, 2013 p. 13,132, Available on: http://www.fatf-gafi.org/media/fatf/documents/methodology/FATF%20Methodology-March%202017-Final.pdf. **** Possible sources of the data on total number products and providers (firms and individuals, licensed and unlicensed) within the assessed business/profession: Interviews/consultations with regulatory/supervisory authority (e.g., an selfregulatory bodies (further as "SRB") or other competent authority); Interviews/consultations with assessed business/profession's representatives, including an SRB and professional associations; Surveys of management and staff of firms that make up the assessed business/profession; Interviews with and data compiled by private sector research or consulting firms. It needs to be considered also whether the particular product can be provided in the jurisdiction only by licensed businesses or professionals, or are permitted to be provided by "informal" or unlicensed firms and individuals (including informal trustees such as friends and family who serve as trustees of wills/estates or a business providing company secretarial services without a need for licensing as such); and/or are not permitted within the jurisdiction, but the product is being provided by "informal" or unlicensed firms and individuals (because of lack of clarity in the laws or regulations or lack of effective enforcement against unlicensed firms or individuals 
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The most appropriate indicator of the total number of providers within the business/profession depends on the nature of the product being provided. In other words, if the country licenses company service providers, but unlicensed company services firms or individuals are also permitted to provide such services, efforts should be made to ascertain (even if only a best estimate) the number of both licensed and unlicensed providers. For lawyers and other professionals, consider only the number of those that provide financial intermediary services. It may indicate a problem itself, if the country is not able to identify the number of providers.
Product business/profession client base † † † †
This variable assesses whether the type of client that generally uses the product or the business/profession being assessed increases the risks of money laundering abuse of the assessed product or business/profession.
The term "client" may refer to natural persons or legal persons or arrangements; they may also be end-users of the business/profession or professional intermediary firms through which products are provided to the end-users.
All forms of clients should be considered in the assessment. The client-base profile of the business/profession should be assessed to carry a higher risk if it involves ‡ ‡ ‡ ‡ : Domestic/international politically exposed persons (further as "PEPs"), High net-worth individuals, Nonresident clients, particularly from high-risk jurisdictions, Clients with foreign business or personal interests, Clients with business links to known high-risk jurisdictions, Clients with criminal records or past administrative and/or supervisory actions against them; Clients that are legal entities or arrangements with a complex, opaque ownership and control structure (including layered ownership and control, multijurisdictional or involve high-risk jurisdictions); Clients obtained through introduced business, particularly from unregulated professional intermediaries or regulated PIs in jurisdictions with low AML controls (including customer due diligence (further as "CDD") and recordkeeping, availability and timely access to beneficial ownership of legal entities and legal arrangements, licensing and supervision, and enforcement); Professional intermediaries in jurisdictions with low or no CDD requirements; Professional intermediaries in high-risk businesses/professions in country context. † † † † Inter alia Acc. recommendation 10 and 11 of the FATF recommendations, FATF, 2016 ,Available at: http://www.fatfgafi.org/media/fatf/documents/recommendations/pdfs/FATF_Recommendations.pdf and FATF Methodology FATF, 2013 p. 40-47, Available on: http://www.fatf-gafi.org/media/fatf/documents/methodology/FATF%20Methodology-March%202017-Final.pdf. ‡ ‡ ‡ ‡ Possible sources of the relevant data: Regulatory framework for risk-based classification of clients; Regulatory framework for identifying and monitoring foreign and domestic PEPs; Any product-related statistics on PEPs and other higher-risk clients; Data on jurisdictions of origin of end-user clients and professional intermediary firms; Financial sector and DNFBP sector data by business/profession on transactions with high-risk jurisdictions; Data on clients obtained through introduced business; Interviews/consultations with regulatory/supervisory authority (e.g., an SRB or other competent authority); Interviews/consultations with assessed business/profession's representatives, including an SRB and professional associations; Surveys of management and staff of firms that make up the assessed business/profession; Interviews with and data compiled by private sector research or consulting firms; Criminal data, including typologies on high-risk clients and ML cases where a business/profession was used for ML by high-risk clients; Statistics on and information from the business/profession with regard to high-risk clients; Statistics on the foreign jurisdictions where mutual legal assistance (following as "MLA") or informal information sharing requests were received and sent by relevant authorities, including by supervisors, law enforcement, the Financial Intelligence Unit (following as "FIU") , and tax authorities. 
247
While assessing the client-base profile for each product and business/profession, it needs to be asssed whether this business/profession is being used by clients who pose a higher ML risk, when compared to "standard" clients. § § § § To assess this variable, one should determine if the assessed product and business/profession has put in place appropriate mechanisms to identify and monitor high-risk individuals (including PEPs).
If such monitoring/analysis mechanisms are not in place, the business/profession may not be able to provide such information. It needs to be carried out certain activities (including acting as financial intermediaries and incorporation services), are required to undertake customer due diligence, which includes verification of the beneficial ownership of legal persons and legal arrangements.
Thus, the financial institutions and DNFBPs should be able to identify nonresident clients, and determine which kinds of products they use. A more advanced analysis, based on the countries that such non-resident clients originate from, will provide further insight into the risk level. Assessment of this indicator will require judgment, unless the country has appropriate mechanisms for identifying and monitoring high-risk clients (including PEPs).
If there is no data that can support the assessment, one should work on the basis of the worst-case scenario and be conservative in its assessment since the lack of ability to analyze the client-base profile will pose a risk in itself. http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF_Recommendations.pdf ‡ ‡ ‡ ‡ ‡ Possible sources: Interviews/consultations with regulatory/supervisory authority (e.g., an SRB or other competent authority); Interviews/consultations with assessed business/profession's representatives, including an SRB and professional associations; Surveys of management and staff of firms that make up the assessed business/profession; Interviews with and data compiled by private-sector research or consulting firms; Criminal data, including ML cases where a business/profession was used for ML because of the possibility of transacting in cash (including payment of fees for service provided). § § § § § Inter alia Acc. recommendation 14, 17,24,25 of the FATF recommendations, FATF, 2016 ,Available at: http://www.fatfgafi.org/media/fatf/documents/recommendations/pdfs/FATF_Recommendations.pdf ****** Possible Sources of Information and Data: Criminal data, including ML cases where a business/profession was used for ML, indicating vulnerability due to the above-mentioned factors; Data or statistics and qualitative information from MLA and formal or informal requests from supervisory authorities, law enforcement, the FIU, and tax and other relevant authorities to share information/intelligence; Interviews/consultations with regulatory/supervisory authority (e.g., an SRB) and other
The International Journal ENTREPRENEURSHIP AND SUSTAINABILITY ISSUES ISSN 2345-0282 (online) http://jssidoi.org/jesi/ 2017 Volume 5 Number 2 (December) http://doi.org/10.9770/jesi.2017.5.2 (7) 248 business/profession ‡ ‡ ‡ ‡ ‡ ‡ , Difficulty in tracing the transactions (including attorney/client privilege and professional secrecy for lawyers and accountants; work [document]/product privilege), Existence of ML typologies on the abuse of the business/profession, Use of the business/ profession in tax/fraud schemes, Non-face-to-face interaction with the client § § § § § § .
A further example of a vulnerability factor is the use of agents or other professional intermediaries to deliver the product. In this case, ML vulnerability may be increased due to the weak AML systems of the agents or professional intermediaries (including weak systems of the countries in which they operate or reside). To limit vulnerability, the agents or professional intermediaries should be subjected to adequate AML controls and monitoring/supervision by the principal of the financial institution or the business/profession in the country providing the product ******* .
It should be assessed whether anonymous use of the product is possible for the assessed product or assessed business/profession. Also, please consider whether the beneficial owner of the transaction is always identified and verified. Does the business/profession allow for anonymous use (where a firm or an individual known to the assessed business/profession uses the product on behalf of several firms or individuals who are unknown to the business/profession)? Anonymous transactions are vulnerable to money laundering, as the beneficial owner(s) of the funds involved in the transaction is/are not known or are unverified. The transaction is executed for the client on behalf of others. The real owners are not known and hence not subjected to customer due diligence. † † † † † † † It should be assessed whether transactions executed in the course of delivery of a product by the business/profession are properly recorded and whether access to those records can be readily obtained for CDD/ Enhanced due diligence (following as "EDD"). The difficulty in tracing the records would depend on the quality of the assessed business/profession's AML CDD and record-keeping systems. For example, the overbroad application or misuse of professional secrecy and privilege provisions, which may also hinder timely access to relevant records by competent authorities.
Existence of ML typologies on the abuse of the product or business/profession means whether the business/profession is known for abuse for ML purposes. This does not necessarily need to be in the country context. It should be considered also the global level, regardless of whether it was detected or not detected in the country. ‡ ‡ ‡ ‡ ‡ ‡ ‡ competent authorities; Interviews/consultations with assessed business/profession's representatives, including an SRB and professional associations; Surveys of management and staff of firms that make up the assessed business/profession; Interviews with and data compiled by private-sector research or consulting firms. 249
Assess the use of the business/profession in fraud or tax evasion schemes or other predicate offenses. For this purpose, it may be useful to refer to crime and tax enforcement data to find the businesses/professions that are most vulnerable to actual and potential misuse. The use of the business/profession in tax evasion or fraud schemes or other predicate offenses may indicate a vulnerability to ML abuse as well. § § § § § § § Availability of non-face-to-face initiation of a business relationship with respect to a product or a business/profession (or product) raises ML vulnerability. If an individual is able to secure the product via the internet or telephone with no face-to-face contact with the professional or business, there is ML vulnerability. Even in the cases where non-face-to-face initiation of a product is not allowed, but non-face-to-face use of the product is, there is a possibility of ML vulnerability. But in the second case, the vulnerability of the product can be less, depending on the quality of CDD/EDD done during the face-to-face product initiation and existence of other controls that limit the use of the product by persons other than the account holder.
2.5.
Legal framework ******** It should be assessed whether a country has comprehensive AML laws and regulations regarding AML preventive measures and AML supervision for the assessed product in the financial sector and business/profession within the nonfinancial sector. It is related to the AML legal and regulatory framework.
A country has comprehensive AML laws and regulations on preventive measures and supervision in force for the assessed business/profession if they conform to international standards on customer CDD (risk-based, including verification of beneficial ownership of customers that are natural persons and legal entities and legal arrangements) and record-keeping It should include the enhanced DD for PEPs and high-risk countries and reliance on Customer Due Diligence by third parties, including introduced business, sufficient Suspicious Transaction Reporting (following as "STR") incl. tipping-off and confidentiality, internal controls, foreign branches, and subsidiaries and licensing and supervision for AML compliance.
Effectiveness of the Supervision † † † † † † † †
This assesses the effectiveness of AML supervision/oversight activities for the assessed business/profession. An effective supervisory regime is one that has a comprehensive legal and regulatory framework and is supported by appropriate powers and is well resourced, and which employs risk-based approach to on-site and off-site monitoring and inspections http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF_Recommendations.pdf ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ Possible sources for this assessment it should be consulted: Relevant laws and regulations, policies, procedures, and manuals (including how the risk-based approach is determined); Statistics on the number of supervisory staff, and information on their training, knowledge, and skills; Information on the type(s) and methods of off-site supervision activities and findings; Statistics on the number of firms/professionals actually being monitored or inspected (on-site/off-site), and information as to scope, frequency, and intensity of the supervision/ oversight activities; Statistics and information on main findings of on-site/off-site inspections; Interviews/consultations with regulatory/supervisory authority (may be a SRB) and other competent authorities; Interviews/consultations with assessed business/profession's representatives, including a SRB and professional associations; Surveys of management and staff of firms that make up the assessed business/profession.
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The AML supervision/oversight activities are effective where the supervisory body (which can be a selfregulatory body or both, depending on country practice) is clearly identified in the laws and regulations and has appropriate authority and mandate to conduct AML compliance supervision. When it carries out its supervisory activities within a comprehensive supervisory framework that includes clear supervision policies, procedures, and manuals. It possesses good understanding and appreciation for the ML risks of the assessed business/profession. It has sufficient number of staff and trains the staff and equips them with necessary skills and up-to-date knowledge-including understanding of the nature of the firms and clients and the products of the assessed business/profession-to carry out AML supervision. It has other necessary resources to ensure AML compliance (such as the technical capacity, budget, and tools). It carries out a comprehensive, risk-based supervisory program that consists of on-site and off-site monitoring and on-site inspections on both regularly scheduled cycles and periodic spot-checks (risk-based and as necessary).It reports and records the examination results in a systematic way and is able to effectively use these records for policy purposes. It exercises moral suasion that has a significant impact on the assessed business/profession's management and is sufficient to positively influence behavior patterns. It can be demonstrated that supervisory powers are exercised effectively and impartially. 
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The following criteria indicate that effective, proportionate, and dissuasive administrative sanctions are in place-a wide range of administrative sanctions (such as monetary penalties, administrative actions and removal of critical staff, and suspension/revocation of business/professional licenses) in force for noncompliance with AML obligations. The administrative sanctions are sufficient to positively influence the assessed business/profession's firms' management and staff behavior. The following criteria indicate that a country enforces its AML obligations in case of noncompliance ********** : Most persons working in the assessed business/profession believe that administrative enforcement action would be initiated in case of noncompliance with AML requirements. There is a record of administrative enforcement actions taken in the past by law enforcement authorities regarding noncompliance with AML requirements in the assessed business/profession.
The adequacy of the administrative sanctions may need to be assessed in context with the criminal sanctions. The balance and preference between the administrative and criminal sanctions may differ among countries.
Availability and Enforcement of Criminal Sanctions † † † † † † † † † †
This criteria assesses whether the country has a range of effective, proportionate and dissuasive criminal sanctions applicable to natural or legal persons in case of noncompliance with AML laws and regulations. ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ This should include sanctions for serious and deliberate (or criminally negligent) breaches that can be ancillary to the money laundering offense. Sanctions should be applicable to firms (legal persons) and to individual managers and staff in relation to the conduct of their activities within or from the country. 
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The criteria assesses not only the legal framework, but also the actual enforcement actions against firms and individual members of management or staff (of the assessed business/profession) in cases of noncompliance with AML obligations. ***********
The following criteria indicate that effective, proportionate, and dissuasive criminal sanctions are available and effective-There are appropriate criminal sanctions in force for noncompliance with AML obligations. Persons in the assessed business/profession regard the criminal sanctions regime as sufficiently dissuasive to positively influence individual behavior patterns. Criminal sanctions are also applicable for appropriate ancillary offenses to the offense of money laundering.
The following criteria indicate that a country enforces its AML obligations in case of noncompliance † † † † † † † † † † † :  Most persons working with the product or in the business/profession believe that criminal enforcement action would be initiated in case of noncompliance with AML requirements.  There is a record of convictions, and criminal enforcement actions taken in the past by law enforcement authorities regarding noncompliance with AML requirements in the assessed business/profession. Consider the number of investigations, prosecutions, and convictions, as well as other available evidence on enforcement.  The criminal enforcement against the business/profession's firms and their staff with regard to other financial crimes (such as fraud) may also give an idea of the "enforcement perception" of the assessed business/profession.
Entry Checks Availability and Effectiveness ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡
This variable assesses the availability and effectiveness of entry controls, including licensing, registration or other forms of authorization to operate. A country has effective entry controls if there is a comprehensive legal and regulatory framework, which provides authorities with appropriate powers and sufficient level of staff and other resources to carry out their duties vis-à-vis the assessed business/profession. § § § § § § § § § § § *********** Acc. org/10.9770/jesi.2017.5.2(7) 253
Effective entry controls help reduce money-laundering vulnerabilities and ensure a higher level of compliance with AML requirements, including preventing systemic problems in the assessed business/profession. The entry controls are effective if the licensing body is clearly identified in the laws and regulation, it possesses good understanding and appreciation for the ML risks of the assessed product or business/profession, it effectively carries out its licensing and entry controls duties, it has a clear and comprehensive framework for licensing and registration requirements for the assessed business/profession, including ************ : A fit and proper test designed to prevent criminals or their associates from being granted a business or professional license or being the beneficial owner of a significant controlling interest in the business or holding a significant management position. Appropriate educational and professional certification requirements for key directors and senior management. Requirement for all licensees to have adequate AML compliance controls in place, including compliance manuals and appointment of well-qualified internal controls/compliance staff. Possesses adequate resources to ensure the quality implementation of entry controls for the assessed business/profession, including a sufficient number of well-trained and highly skilled personnel to screen, vet, and approve all applications and supporting documentation.
Integrity of the Staff † † † † † † † † † † † †
This variable assesses whether the directors, managers and staff of the firms (including sole practitioners) act with integrity. This means that the staff does not act in a willfully blind manner or collude with criminals or act corruptly. In addition, they take care that they do not become unwittingly involved as "innocent agents" on behalf of criminals seeking to use their products and specialized knowledge and skills. Relevant laws/regulations (including specific provisions on confidentiality mechanisms in place for the staff when reporting suspicious or other relevant transactions); Information as to staff vetting and training programs (of the assessed business/profession); Statistics on integrity breaches by the managers and staff in firms (of the assessed business/profession) and information on disciplinary actions taken; Statistics on the number of criminal cases, including money laundering cases, concerning staff of the firms in the assessed business/profession; Findings of firms' (of the assessed business/profession) AML on-site inspections and off-site monitoring; Statistics on number (and types) of administrative enforcement actions against firms and individuals working in the assessed business/profession; Review of reports/records of internal control/compliance units in firms of the assessed business/profession; Historical data of incidents /breaches by staff (kept by firms for operational risk management purposes); General levels of integrity or the operating environment in the country (refer, for instance, to the Transparency International Corruption Perceptions Index); Assessed business/profession's reputation on involvement in financial crimes, including tax evasion; Interviews/consultations with a regulatory/supervisory authority, which may be a SRB or other competent authority; Interviews/consultations with assessed business/profession's representatives, including an SRB (particularly internal control or compliance units) and professional bodies; Surveys of management and staff of firms that make up the assessed business/profession. 
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If staff members collude with criminals or undermine AML controls by acting corruptly, firms are vulnerable to money laundering abuse. Consider the effectiveness of staff vetting programs in the assessed business/profession; the incidence of disciplinary action for breach of integrity-related rules; and the number of criminal cases against staff members. Professionals and staff of firms of the assessed business/profession act with integrity if the firms generally regard their staff members as secure from corruption by criminals. The incidence of integrity failure (e.g., negligent or "willful blindness" to suspicious transactions) involving the business/profession's staff is low (but consider whether there is underreporting of incidences of integrity failure). There is an appropriate mechanism in place to protect the business/profession's managers and staff against any negative consequences as a result of reporting suspicious transactions or other actions to comply with AML obligations. This variable assesses whether firms (including sole practitioners) in the assessed business/profession have an effective compliance function that is comprehensive, risk-based, and well resourced, with an independent AML compliance function. The assessed business/profession possesses effective internal AML compliance functions if most firms (including sole practitioners) ************** : Possesing internal compliance programs that are commensurate to the level of the risk of the firms, taking into account factors such as jurisdictions of end user and professional intermediary clients, clients that have complex or opaque legal structures, the volume and nature of products provided, client-base profile transaction patterns, and cross-border nature of transactions; Have appointed a sufficiently resourced, independent AML compliance officer at the senior management level; Take disciplinary actions against their staff in cases of breaches of compliance policy; Perform internal and/or external AML audits. † † † † † † † † † † † † † †
Effectiveness of Monitoring and Reporting ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡
This variable assesses whether the products or firms of the assessed business/profession have effective and appropriate systems for record keeping, monitoring and STR reporting to support their AML policies and procedures. A well-designed manual system may be adequate for a small firm with a single branch or for a sole practitioner, while large businesses and firms will require more sophisticated systems.
§ § § § § § § § § § § § § § A good record-
